Abstract
Introduction
Nowadays, the individuals are becoming more and more concerned about the privacy of their personal data [5, 1, 6] . These concerns might lead to a situation where the customers do not trust the web service any more and take their business somewhere else [11] . So, the important enabling factor for a well usage of online services is building customers confidence with service providers when the latter comes to handle their personal data. Privacy policies are used by web services in order to ease the privacy concerns of their clients and to adhere to legislative measures, stating what they would do or not with the personal information of * This work is partially supported by the French National Research Agency (ANR) -Program "Jeunes chercheurs:Servicemosaic" a part of the international project ServiceMosaic; http://servicemosaic.isima.fr/. their clients. However, privacy policies alone are not sufficient to convince potential clients to disclose their personal data to the service provider and do not guarantee the protection of personal information of data subject. Privacy policies are merely promises and a promise as such sometimes has not legal grounds on which the service provider does not keep its promise. There is a need for something more trustworthy, more formal and more legal than promises -a privacy agreement-. Moreover, in the dynamic Web service environment, policies might need to accommodate new business strategies, changes (evolution) to laws and regulations, emerging competitors, and so on. A lifecycle management framework of privacy agreement is needed. It shows how to take into consideration the dynamic privacy policy evolution and how to make a consistent update in the privacy agreement induced from the events occurring in the environment, while there are active processes in the service based on the privacy policy being changed. In this paper we propose a framework for privacy management in Web services. The privacy policy model is defined as an agreement and supports lifecycle management which is an important deal of a dynamic environment that characterizes Web services based on the state machine, taking into account the flow of the data use in the agreement. In this setting, the features of the framework are:
• The privacy policy and data subject preferences are defined together as one element called Privacyagreement, which represents a contract between two parties, the service customer and the service provider within a validity. We provide abstractions defining the expressiveness required for the privacy model, such as rights and obligations. This part of agreement is called policy level. The private data use flow is presented as a state machine in this level.
• The framework supports lifecycle management of privacy agreement. We defined a set of events that may occur in the dynamic environment, and a set of change actions used to modify the privacy agreement. An agreement-evolution model is provided in the privacyagreement. This part of the agreement is called negotiation level.
• An agreement-negotiation protocol is provided to build flexible interactions and conversations between parties when a conflict happens due to the events occurring in the dynamic environment of the Web service.
The remainder of the paper is structured as follows. Section 2 presents a formal model for privacy in web services. Section 3 proposes an extension of WS-Agreement taking into account the previous model of data privacy as a privacy agreement and the evolution of the privacy policy. Section 4 presents the flow of the data use and the lifecycle of the privacy-agreement. Section 5 discusses the privacy agreement negotiation protocol taking into account the evolution of the privacy agreement.
Privacy data Model
Based on our previous works [7, 8] , informally speaking the abstraction of privacy model is defined in terms of the following requirements:
• data-right, is a predefined action on data the data-user is authorized to do if he wishes to. We distinguish two types of actions (i) actions used to complete the service activity for the current purpose for which it was provided and are denoted by Op current (ii) actions used by a service to achieve other activities than those for which they are provided, called Op extra−activity .
• data-obligation, is the expected action to be performed by service provider or third parties (data-users) when handling personal data. This type of obligation is related to the management of personal data in terms of their selection, deletion or transformation.
Formally speaking, we define data-right and data-obligation as follows : Next we propose an extension of WS-agreement taking into account the privacy constraints and their evolution in the behavior of the service.
Extended WS-Agreement structure
WS-Agreement [2, 13] specifies an XML-based language for creating contracts, agreements and guarantees from offers between a service provider and a client. An agreement may involve multiple services and includes fields for the parties, references to prior agreements, service definitions and guarantee terms.
Current WS-Agreement specifications do not support the privacy structure and do not include the possibility to update the agreement at runtime. The proposed extension is reflected in a new component in a WS-Agreement called Privacy-agreement,
Privacy agreement structure
A privacy-agreement structure is represented in two levels :
(1) policy level, it specifies the Privacy-Data term including guarantees dealing with privacy-data model defined in section 2.
(2) negotiation level, it specifies all possible events that may happen in the service behavior, thus evolving the privacy guarantee terms defined in the policy level. Negotiation terms are all possible actions to take if the guarantee of privacy terms are not respected and a conflict arises. They are used through a negotiation protocol between the service provider and the customer. 
Privacy-Data term
Privacy-data term represents the policy level of privacyagreement, defined as a set of clauses of the contract between the provider and the customer. The description of the elements defined in privacy-data model in section 2 is embedded in this level. 
Definition 4 (Data-guarantee)
is a set of guarantees.
Definition 5 (Privacy-guarantee term)
We also define in this level the validity period of privacy agreement and a set of penalties used when the requirements are not fulfilled.
Definition 6 (Privacy-agreement validity)
A privacy agreement validity µ is defined by a tuple 
Privacy-Event Term
As an agreement can be carried during the period of validity, it is subject to evolution, because of emerging competitors, changes to laws or regulations, changing the web service business strategies, and so on. All potential events may happen during the agreement validity and are expressed in the Privacy-Event term part of the agreement. They might affect different elements defined in the privacy-data term. We studied and analyzed all possible events that can occur in the service behavior and triggering changes on the guarantees of privacy-data term. We denote by E the set of these events.
In Table 1 is depicted a set of triggering events. These events trigger a set of actions dictated by changes denoted by AC. The actions will update the privacy data term.
Definition 9 (Event)
An event type e is a tuple (e id , cat, c i , t e ) with e id is the event identifier, cat ∈ E, c i is an information of the event, t e denotes the reference time (a date) when the event e id occurs.
Definition 10 (Privacy-Event term)
A privacy-event term p e is a couple (e, a) with e ∈ E and a ∈ AC, where E is a set of event types and AC a set of actions dictated by changes (see table 1) . T e ⊆ E × 2 AC a set of privacy-event term.
Agreement-Negotiation term
An agreement-negotiation term encloses a description of actions triggered when an event occurs, including negotiation actions when a conflict arises. In order to make the self-containing subsection, we shall introduce the following definitions needed in the agreement-negotiation term.
Definition 11 (Agreement-Level)
The agreement level l is a state in which the agreement is after finishing the data guarantee monitoring by the system handling the agreement.
l ∈ {unchanged, revised, conf lict}.
Remark : Due to the space limitation we can't represent the architecture of the system handling the privacy agreement.
Definition 12 (ActionScoope)
The actionScoope as is an action to be taken regarding the level of the agreement. as ∈ {NA, ⊥, AC}, with N A is the set of negotiation actions to be taken when a conflict happens in the agreement, then a negotiation protocol is fired, ⊥ means no action is involved in, and AC is a set of A set of changes on the terms defined in the privacy-data model is needed. To make an efficient negotiation, based on [10] , we need (1) a set of negotiation actions, defining possible actions that each party might take on, (2) an agreement-negotiation protocol, enabling interaction mechanism between service provider and customer. The next section is devoted to the negotiation protocol. There are three types of actions involved in the negotiation: (1) Agreement-Right, is an action that the signing entity will achieve if he wishes during the negotiation time.
(2) Agreement-Obligation, defines a set of duty actions that both service provider and customer must perform when a type of event e happens during the agreement life (3) Agreement-Negotiation, defines actions of the negotiation that can be taken by signing parties when conflicts occur between them. Conflict resolution is based on these actions by specifying how the terms of privacy data term can be modified or revised according to the execution circumstances.
Formally speaking, the agreement negotiation language can be defined using the following grammar: 
Privacy Agreement use 4.1 Private data use flow
In order to manage privacy data terms, we propose to express the private data use flow as a state machine because of its formal semantic, well suited to describe the activation of different clauses of the privacy agreement. It will show which and when a clause is activated. The state machine will specify the states of each activated clause in the policy level. Figure 2 shows an example of the privacy data term activation for the purchase service provider. We have identified several abstractions in relation to private data flow, private data use abstractions and authorization abstractions. The first abstractions describe the different states in which the collected private data are used and who uses them. The authorization abstractions provide the conditions that must be met for transitions to be fired.
States
We define three types of states:
• The initial state s i represents the activation of the agreement where the first private data of the customer is collected.
• The intermediary states represent the flow of the collected private data use. By entering a new state, a private data is used (1) to complete the activity of the service for which it was provided (identified in figure 2 by Op current ), (2) and/or to achieve an extra activity (identified in figure 2 by Op marketing ), (3) and/or to activate an operation dealing with security when the retention time of the private data is elapsed (e.g. obligations), (4) or a misuse of the data (identified in figure  2 by Op wrong−use ).
• The final state s f represents either the failure of the agreement i.e. the agreement is not respected due to the wrong use of the data, or end of the agreement where all the obligations related to the collected private data are finished.
Transitions
Transitions are labeled with conditions which must be met for the transitions to be triggered. We have identified three kind of authorization abstractions :
• Activation conditions. We define two types of activation (i) an operation has the authorization to collect a private data to achieve the current aim of the service (ii) an operation dealing with an extra activity of the service has the authorization to be triggered .
• Temporal conditions. The transition is called timed transition. We define two types of timed transitions (i) an operation is finished within a time, a transition to another state is fired where the right attached to this finished operation will Figure 2 . Flow of Private data use not be propagated to the new state (ii) the authorization to keep the private data is finished and the obligation is triggered.
• Misuse Conditions. An unauthorized operation uses the collected data. The semantic of the state machine is to define all the triggered operations involving private data from the activation of the agreement (initial state) to the end of the agreement (final state).
Policy level change operations
To update the privacy agreement policy level, it is necessary to define a set of change operations that can be applied to the agreement policy level during the process. We define the set of operations on the state machine.
• •RemoveState: A right r r and obligations o r are removed from a state s r then the previous state of s r is attached to the successor of s r defined without r r .
•UpdateState: The elements of rights or obligations are changed in the state.
•AddTransition: A new operation Op n or time conditions t n are added and fired to a new state.
•UpdateTransition: Some elements of the operation or times conditions are updated which induces the updating of the next state.
•RemoveTransition: A transition t r between two states s p and s s is removed (dealing only the activation conditions not temporal conditions), then s s is removed, and all the states containing rights or obligations induced by firing t r are removed. In order to maintain a consistency structure, a transition between s p and the first good successor of s s is established.
Privacy-Agreement lifecycle
An agreement life-cycle is represented by an automaton, as depicted in Figure 3 . It includes all states in which the agreement is. When an agreement is created, it does not entail, it is activated (e.g monitored), it remains in a sleep state until the service agreement is running, it becomes in an activated state. If there is no problem during the running process the agreement will be finished. When an event happens, the agreement is still activated but may evolve, so it moves to whipped up state. The checked state is the core state, because the monitoring system is checking the service regarding privacy terms and privacy guarantees within the new data involved by the event. In this state the agreement has three levels (1) unchanged, no change is needed in the privacy data term (2) conflict, when a guarantee term is not satisfied, the service provider may start negotiation with the costumer until the two parties find an issue. We will define the negotiation protocol later on (3) revised the new agreement proposal is accepted and the update should be activated. More details about the agreement level are in section 3.1.3.
Agreement Negotiation Protocol
In order to preserve or revise a privacy agreement, a web service needs protocols that govern and structure interactions between signing parties. The features of the Agreement Negotiation Protocol AN P presented here include a negotiation language defined previously, and an interaction mechanism that the parties must follow to come to an accord. Such a mechanism is based on Rubinstein's Alternating Offers Protocol [12] , where two parties A1 and A2 participate in the negotiation process and make offers and counter-offers. In our framework, we modify such a model in order to assume that the protocol is not an alternating offer model, in the sense that the customer does not make any counter offer to the agreement proposal received from the provider. It is only the provider that makes an offer and waits for the acceptance or refusal of the customer. Also we assume that the players never opt out the negotiation during a time period of the negotiation µ n that both parties must define in the agreement, otherwise the penalties will be fired. The protocol AN P During the negotiation session each party uses suitable actions when communicating with each other. The service provider should notify service customer when an event e ∈ E happens at time point t and needs a negotiation in order to activate some actions ac ∈ AC updating the privacy agreement data term, then he suggests a privacy agreement proposition to the service customer that contains revised terms in privacy data term (proposal). The service customer must reply by sending its decision about the received agreement privacy proposition. The service costumer has the right to accept or reject the proposition and in this case he must send some additional information about a negative decision (justify). Such justification may help the provider to make a new proposal. Finally, the negotiation will end successfully otherwise if the time period of the negotiation is over, then the penalties are fired. The parties can act in the negotiation only at a discrete time point in the set T = {0, 1, 2, ...}. At each instant t (t = 0) in the negotiation, if the negotiation has not yet terminated, the service customer, whose turn is to respond, may send accept or reject. If a proposition made by service provider at time instant t is accepted by service customer then the negotiation terminates. We express the bilateral protocol by a state machine (STM), where the states represent the different phases in which the negotiation of the provider (respectively the customer) is in during the interaction with a customer(respectively the provider). Transitions are triggering by messages sent by the customer to the provider or vice versa. Figure 4 shows a graphical representation of a protocol called P 1 that describes the behavior of the negotiation involved by the service provider. 
Related Work
In the recent Web services research area, there are increasing demands and discussions about privacy technologies to support different business applications. Relevant works in the area of privacy management are described in [4] . An obligation management model is defined in [9] . However, they are all related to enterprise. A work has been done to deal with policy management, including obligations such as [3] . This paper formalizes the obligations and investigates mechanisms for monitoring obligations. It deals with the access control area. The work in [14] presents an approach for preserving privacy in government web services. The approach is based on digital privacy credentials, data filters, and mobile privacy enforcement agents. Individual privacy contracts are proposed in [11] . The aim of this work is to present the principles and a conceptual view of the management of privacy contracts in relational database systems. An algorithm has been developed to guide the implementation of privacy contracts but this algorithm is not adapted to implement privacy contracts when developing web services applications. Relevant works in the area of privacy negotiation are described in [6, 15] . No evolution of the privacy policy has been taken into account.
Conclusion
In this paper, we proposed a privacy agreement model, that both service customer and provider might agree before any process is run, and a framework to show how and when the privacy agreement is activated, and a flexible agreement-negotiation protocol enabling negotiation of a bilateral interaction mechanism between the parties. The latter should preserve privacy-agreement and avoid conflicts between the parties when events happen during the running process, leading to a change in the web service privacy agreement. The framework supports the life-cycle management of the privacy agreement. A promising area for the future work includes refining the approach and introducing a reasoning mechanism for the temporal aspect about agreement that may change over the time in the agreement negotiation protocol.
